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 2. Reconstruction of VPN state 

A few difficulties: 
Investigation of the PE where the 
effect was first observed 

Dealing with missing attributes in 
withdrawals 

Inadmissible announcements [rfc4761] 

Reannouncements 

Synchronization with actual VPN 
states 

Monitoring RC peering states 
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Scalability 







Amount of routing updates 
 Lots of customers, prefixes, VPNs, etc. 
 Bursts (due to, e.g., configurations changes, 

faults) are unlikely 
 2-3 orders of magnitude less than VPN routes 

[Ben-Houidi et al. 07] 
 Our prototype works even for M/L ISPs 

 [Ben-Houidi et al. 07] Z. Ben-Houidi, R. Teixeira, and M. Capelle, “Origin of route explosion in 
virtual private networks,” in Proc. CoNEXT, 2007. 
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Experiments 

Injected events: 
(De+re)activation of customer sites 
RT change 
(De+re)activation of multihoming 
Local preference change in a 
multihoming configuration 

Timing 
Random order 
Varying rate ( [1/hr...100/min] ) 

> 150,000 collected BGP updates 
Processing time: < 20s, 
without optimizations 
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The Oscillation Problem 

Did not affect forwarding 

Investigation with Juniper 

Best route selection in VPLS only considered 
VPLS control flags 

site preference 

PE router ID 

ties were broken on most recent announcement 
(could carry updated labels) 

DISAGREE [Griffin et al. 02] 

Fix (being) released 

 [Griffin et al. 02] T. Griffin, F. B. Shepherd, and G. Wilfong, “The stable paths problem and 
interdomain routing,” IEEE/ACM Transactions on Networking, vol. 10, no. 2, pp. 232–243, 2002. 
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Discussion on scalability vs visibility 

Architecture & prototype implementation 

Experimentation revealing routing 
anomaly 
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Future Work/Open Problems 

Monitor other 
protocols/kinds of 
information 

Collect non-best routes 

Improve the visualization 

Trigger alarms 

Improve inference of event causes 

NOMS 2012 - 18/04/2012 



Acknowledgments to 

Thank you 


